The Career Services Center reviews

employers and job postings prior to being

approved on Handshake. However, in

today's technological world, job scams are a

real threat to job seekers and can be
difficult to recognize. They can appear in

many different places including online or

print advertisements, career websites,

Craigslist or even in your email inbox. Ask

yourself the below questions before
responding to any job posting, online or
otherwise.

ARE THE COMPANY NAME AND DETAILS
PROVIDED IN THE AD?

If the posting is missing pertinent details like
company name, website, or location, be suspicious.

DOES THE EMAIL ADDRESS MATCH THE
NAME?

Sometimes scammers use a domain name that is
similar to a legitimate company to try and fool
victims.

DOES THE JOB INVOLVE TRANSFERRING
MONEY FROM ONE ACCOUNT TO
ANOTHER OR ARE YOU BEING OFFERED
A LARGE SUM OF MONEY IN EXCHANGE
FOR THE USE OF YOUR BANK ACCOUNT?

Legitimate companies have their own bank
accounts. In other words, they don't need yours.

ARE THEY OFFERING A LOT OF MONEY
TO PERFORM LITTLE WORK OR TO PAY
YOU BEFORE YOU BEGIN?

Scammers often boast huge earnings or use
enticing phrases such as "Work at Home", "No
Experience Necessary", "Make $1000 a week'", or
"Work just one hour a week." While there are
certainly legitimate work-from-home and entry-
level jobs, ask yourself if the rewards being offered
to you are realistic.

DID THEY OFFER YOU A JOB WITHOUT

MEETING YOU?

No legitimate employer will make you a job offer
without having first met you in person.
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DID YOU RESPOND TO ONE JOB POSTING
AND THE "EMPLOYER" RESPONDED BACK
TO YOU WITH INFORMATION ON A
COMPLETELY DIFFERENT JOB?

If you responded to an ad for a data entry position
and you receive a response about a job in which
you would be paid for transferring money or
signing up for "offers," you may have found a scam.

ARE YOU ASKED FOR CREDIT CARD OR
BANK ACCOUNT NUMBERS?

Job seekers should not have to provide financial
information or pay a fee in order to complete a
job application or view job postings.

WHAT TO DO IF YOU ARE CONTACTED BY
A FRAUDULENT ORGANIZATION?

If you have sent money to a fraudulent employer,
contact your bank or credit card company to close
your account or dispute the charges. If you have
already become a victim of an online false job
posting/scam, please file a complaint with the
Internet Crime Complaint Center at www.ic3.gov
and possibly the police.

Should you encounter any postings you
believe to be fraudulent, please contact
Career Services at (660) 543-4985 or
careers@ucmo.edu


http://www.ic3.gov/

